	IT at UNSW

ACCESS TO UNSW IT SERVICES VIA PERSONALLY-OWNED MOBILE COMPUTING DEVICES

	Device Type :                                                       

	Mobile Number: 

	Notes:  Please read before submitting this application:
· You may notice increased data charges from your phone provider if you take up this connection.  These charges may be substantial if you use the connection while overseas.

· Phone battery power may drain faster, particularly if you select ‘Push’ email. 
· Privately-owned BlackBerry devices may access the email connection only.  To access the full BlackBerry (BES) Calendaring and Address Book functions at UNSW, you may either arrange with your manager to have your mobile number ported to the University’s corporate account (incurs licence costs) OR make private arrangements for connection to your telecommunication vendor’s BlackBerry Internet service (BIS).
By signing this document:
1. I confirm that I am a member of staff and have the approval of my supervisor or budget unit head to access the UNSW email service via private or personal equipment..

2. I am aware of the following:   

· As the owner of the device I am responsible for:
a. Setup, configuration and ongoing maintenance of the mobile device.

b. The organisation of phone and data plans etc.
c.  All costs incurred and payment of bills.
· Support from UNSW is limited to the provision of generic connection information for accessing the IT at UNSW email service.   The University is unable to provide further support for privately-owned devices.
· UNSW is unable to intercede with telecommunications providers, their agents or other organisations in any matters regarding personal devices.

· That UNSW does not warrant that the device will operate with or connect to UNSW Services or the Standard Operating environment PC’s, Mac’s or other devices. 

· UNSW does not warrant the quality or availability of the service, nor it is it able to investigate service difficulties beyond checking the service is operating as designed.
3. I have read the “Acceptable Use of UNSW IT Resources – Policy” and agree to abide by the terms and conditions set out within the policy when connecting my device to the UNSW network.  A summary of the policy is attached.


	Faculty or Dept:                                       Staff No:

	
Name:                                                          Email: 

	Signed :                                                         Date:


By accessing and using the ICT resources provided by UNSW, you are agreeing to abide by the “Acceptable Use of UNSW ICT Resources” policy. The full text of this policy and its accompanying procedures document may be found at:
http://www.its.unsw.edu.au/policies/policies_home.html
These conditions cover use of all UNSW information and communication technologies such as:

• The University network (including wireless access)

• Desktop and laptop computers

• PDAs

• Software and peripherals

• Telephone equipment (including mobile phones)

• Personally-owned equipment when it is connected to the University network.
A brief summary of the policy is set out below for quick reference:

(but remember you are agreeing to the full policy and NOT just this summary)

• Access to the University’s ICT resources is made available for teaching, research and administrative   

  purposes, and other specifically authorised activities.

• Use of the resources must be ethical, legal and responsible at all times, including limited incidental personal     

   use.

• The University reserves the right to limit access to its networks through University-owned or other computers 
   and to remove or limit access to material and resources stored on University-owned computers (or accessed 
    via the internet from within the University network).
As a user of these resources, you are subject to the following conditions:
Respect for Intellectual Property and Copyright: You agree to respect the copyright and intellectual property rights of others.
Legal and Ethical Use of ICT Resources: Use of the University’s ICT resources is subject to the full range of State and Federal legislation, as well as current UNSW  policies. You must ensure that your use of University ICT resources is legal and ethical at all times.
Security and Privacy: UNSW employs various measures to protect the security and privacy of its ICT resources and user accounts, as described in the Policy document.  While UNSW does not routinely inspect files, it reserves the right to inspect material on its ICT resources when investigating a breach or when required by formal legal disclosure requests.
You agree to protect UNSW ICT systems, information and accounts by: using your access only as authorised; keeping your account details confidential; keeping virus protection and operating system/security patches up to date; using only authorised and licensed software programs and; promptly reporting any breach in system or network security to your system administrator.
Examples of inappropriate use include (but are not limited to):
· Making/using illegal copies of a licensed computer programme;

· Downloading, copying, storing or transmitting copyrighted material such as movies, music, graphics or video files without the express permission of the copyright holder or as permitted by law.

· Using another’s login or password, or allowing others to use yours;

· Gaining unauthorised access to systems by any means, including port scans, ‘hacking’ and use of ‘password sniffer’ software;

· Using UNSW ICT resources to attack or compromise any other system, whether on or off-campus, including circumventing system security or protection measures.

· Knowingly propagating or installing computer viruses or malicious code;

· Accessing or intercepting others’ electronic communications without permission.

· Create/send email under another’s name (forgery); create/send/forward: electronic chain letters, unsolicited broadcast emails (“Spam”), obscene, abusive, fraudulent, threatening or repetitive messages;

· Use of ICT resources to harass, threaten, defame, vilify or discriminate against any group or individual;

· Intentional or irresponsible damage of ICT resources, or theft of equipment;

· Excessive personal use of ICT resources (see Section 4.2.3 of Policy document for examples of acceptable personal incidental use);
Breaches of these Conditions of Use

Penalties will depend on the type and severity of breach, ranging from a verbal warning and/or loss or restriction of ICT access, to formal University disciplinary action. Misuse of ICT facilities by students may attract financial penalties. Cases of serious, deliberate and/or criminal breach may result in civil or criminal proceedings.
